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an object transfer record, wherein the object transfer record describes the subset of the objects sent to the client data processing system.
The method manages a utilization of the subset of the objects on the client data processing system utilizing the object transfer record.
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CODE MANAGEMENT SYSTEM

BACKGROUND

1. Field:
[0001] The disclosure relates generally to an improved computer system and, more
specifically, to a method, apparatus, computer system, and computer program product for

managing code usage in a virtual file system.

2. Description of the Related Art:

[0002] Repositories store information that may take the form of objects. These
objects can take various forms. For example, the objects can be documents, spreadsheets,
program code, websites, computer programs, software modules, or other suitable forms.
A repository can be managed by a version control system. The version control system
can manage the history of the objects stored in the repository and provide the ability to
revert to a prior version of the object.

[0003] With version control of the repository, in some instances, an object is checked
out of the repository while a user accesses the object. In another example, instead of
utilizing a checkout system, the entire repository is cloned. In other words, the repository
is duplicated on each client data processing system, such that each client data processing
system has a local copy of the repository.

[0004]  With cloning repositories on client data processing systems, the management
of these repositories becomes more difficult as the size of the repository increases. The
size of the repository can increase as the size of the code increases. Further, the size of
the repository can also increase when a long history is present containing many tracked
versions. With code development, some repositories may have extremely large sizes,
such as 100 GB or 200 GB. With large repositories, cloning may take twelve or more
hours. Further, the amount of storage available on a client data processing system can

also be a concern.
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[0005]  One current solution for cloning involves utilizing a virtual file system of these
repositories. With a virtual file system, a clone of a repository is generated on a client
data processing system. However, all of the objects in the repository are not actually
downloaded into the local repository on the client data processing system when the
repository 1s cloned. Instead, objects are downloaded into the repository when the

objects are needed. In this manner, at least one of amount of time or storage can be

reduced.
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SUMMARY

[0006] One embodiment of the present disclosure provides for a method for managing
usage of objects. The method comprises receiving, by a computer system, a usage
request to use a subset of the objects from a client data processing system, wherein the
objects are stored in a data repository. Responsive to receiving the usage request, the
method transfers, by the computer system, the subset of the objects to the client data
processing system and, responsive to transferring the subset of the objects to the client
data processing system, the method generates, by the computer system, an object transfer
record, wherein the object transfer record describes the subset of the objects sent to the
client data processing system. The method manages a utilization of the subset of the
objects on the client data processing system utilizing the object transfer record.

[0007]  Another embodiment of the present disclosure provides for a virtual file
management system. The virtual management system comprises a computer system, a
virtual file system, a transfer agent, and a usage management server. The virtual file
system on the computer system receives a usage request to use a subset of objects from a
client data processing system, wherein the objects are stored in a data repository. The
virtual file system transfers the subset of the objects to the client data processing system
in response to receiving the usage request. The transfer agent runs on the computer
system, wherein the transfer agent generates an object transfer record in response to the
subset of the objects being transferred to the client data processing system, wherein the
object transfer record describes the subset of the objects sent to the client data processing
system. The usage management server manages a utilization of the subset of the objects
on the client data processing system utilizing the object transfer record.

[0008]  Still another embodiment of the present disclosure provides a computer
program product for managing usage of objects. The computer program product
comprises a computer readable-storage media; first program code, second program code,
third program code, and fourth program code, all stored on the computer-readable storage
media. The first program code receives a usage request to use a subset of the objects from
a client data processing system, wherein the objects are stored in a data repository. The

second program code, responsive to receiving the usage request, transfers the subset of
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the objects to the client data processing system. The third program code, responsive to
receiving the requesting, generates an object transfer record, wherein the object transfer
record describes the subset of the objects sent to the client data processing system. The
fourth program code manages a utilization of the subset of the objects on the client data
processing system utilizing the object transfer record.

[0009]  Yet another embodiment of the present disclosure provides a method for
managing usage of objects. The method comprises receiving, by a computer system, a
usage request to use a subset of the objects from a client data processing system, wherein
the objects are stored in a data repository for a version control system. Responsive to
receiving the usage request, the method transfers, by the computer system, a subset of the
objects to the client data processing system. Responsive to transferring the subset of the
objects by the computer system, the method generates an object transfer record, wherein
the object transfer record describes the subset of the objects transferred to the client data
processing system. Responsive to utilizing the subset of the objects on the client data
processing system, the method generates, by the client data processing system, an object
usage record, wherein the object usage record describes the subset of the objects utilized
by the client data processing system. The method manages a utilization of the subset of
the objects on the client data processing system utilizing at least one of the object transfer
record or the object usage record.

[0010]  Another embodiment of the present disclosure provides a virtual file
management system. The virtual file management system comprises a computer system,
a client data processing system, a transfer agent, a usage agent, and a usage management
server. The transfer agent runs on the computer system, wherein the transfer agent sends
an object transfer record to a usage management server, wherein an object usage record
describes a subset of objects sent to the client data processing system. The usage
management server manages a usage of the subset of the objects utilizing at least one of
the object usage record or the object transfer record. The usage agent runs on the client
data processing system, wherein the usage agent generates the object usage record in
response to the usage of the subset of the objects on the client data processing system.
The object usage record describes the subset of the objects utilized by the client data

processing system in response to the client data processing system and sends the object
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usage record to a usage management server that manages a utilization of the subset of the
objects utilizing the object usage record. The usage management server manages a
utilization of the subset of the objects on the client data processing system using at least
one of the object transfer record received from the transfer agent or the object usage

received from the usage agent.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0011]  Figure 1 is an illustration of an object management environment depicted in
accordance with an illustrative embodiment;

[0012]  Figure 2 is an illustration of an object transfer record depicted in accordance
with an illustrative embodiment;

[0013] Figure 3 is an illustration of an object usage record depicted in accordance
with an illustrative embodiment;

[0014] Figure 4 is a dataflow diagram for managing the utilization of objects depicted
in accordance with an illustrative embodiment;

[0015] Figure 5 is a flowchart of process for managing usage of objects depicted in
accordance with an illustrative embodiment;

[0016] Figure 6 is a flowchart of process for managing a subset of objects in a client
data processing system depicted in accordance with an illustrative embodiment;

[0017]  Figure 7 is a flowchart of a process for sending an object transfer record
depicted in accordance with an illustrative embodiment;

[0018]  Figure 8 is a flowchart of a process for sending an object usage record
depicted in accordance with an illustrative embodiment;

[0019] Figure 9 is a process for managing utilization of objects through application of
the license depicted in accordance with an illustrative embodiment;

[0020] Figure 10 is a flowchart of process for generating a usage policy with respect
to the level of functionality for objects depicted in accordance with an illustrative
embodiment; and

[0021]  Figure 11 is an illustration of a block diagram of a data processing system

depicted in accordance with an illustrative embodiment.
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DETAILED DESCRIPTION

[0022] The present invention may be a system, a method, and/or a computer program
product. The computer program product may include a computer-readable storage
medium (or media) having computer-readable program instructions thereon for causing a
processor to carry out aspects of the present invention.

[0023] The computer-readable storage medium can be a tangible device that can retain
and store instructions for use by an instruction execution device. The computer-readable
storage medium may be, for example, but is not limited to, an electronic storage device, a
magnetic storage device, an optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination of the foregoing devices. A
non-exhaustive list of more specific examples of the computer-readable storage medium
includes the following: a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), a static random access memory (SRAM), a portable
compact disc read-only memory (CD-ROM), a digital versatile disk (DVD), a memory
stick, a floppy disk, a mechanically encoded device such as punch-cards or raised
structures in a groove having instructions recorded thereon, and any suitable combination
of the foregoing. A computer-readable storage medium, as used herein, is not to be
construed as being transitory signals per se, such  as radio waves or other freely
propagating electromagnetic waves, electromagnetic waves propagating through a
waveguide or other transmission media (e.g., light pulses passing through a fiber-optic
cable), or electrical signals transmitted through a wire.

[0024] Computer-readable program instructions described herein can be downloaded
to respective computing/processing devices from a computer-readable storage medium or
to an external computer or external storage device via a network, for example, the
Internet, a local area network, a wide area network and/or a wireless network. The
network may comprise copper transmission cables, optical transmission fibers, wireless
transmission, routers, firewalls, switches, gateway computers and/or edge servers. A
network adapter card or network interface in each computing/processing device receives

computer-readable program instructions from the network and forwards the computer-
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readable program instructions for storage in a computer-readable storage medium within
the respective computing/processing device.

[0025] Computer-readable program instructions for carrying out operations of the
present invention may be assembler instructions, instruction-set-architecture (ISA)
instructions, machine instructions, machine dependent instructions, microcode, firmware
instructions, state-setting data, or either source code or object code written in any
combination of one or more programming languages, including an object oriented
programming language such as Smalltalk, C++ or the like, and conventional procedural
programming languages, such as the "C" programming language or similar programming
languages. The computer-readable program instructions may execute entirely on the
user's computer, partly on the user's computer, as a stand-alone software package, partly
on the user's computer and partly on a remote computer or entirely on the remote
computer or server. In the latter scenario, the remote computer may be connected to the
user's computer through any type of network, including a local area network (LAN) or a
wide area network (WAN), or the connection may be made to an extemal computer (for
example, through the Internet using an Internet Service Provider). In some embodiments,
electronic circuitry including, for example, programmable logic circuitry, field-
programmable gate arrays (FPGA), or programmable logic arrays (PLA) may execute the
computer-readable program instructions by utilizing state information of the computer-
readable program instructions to personalize the electronic circuitry, in order to perform
aspects of the present invention.

[0026]  Aspects of the present invention are described below with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems) and
computer program products according to the embodiments of the present invention. It
will be understood that each block of the flowchart illustrations and/or block diagrams,
and combinations of blocks in the flowchart illustrations and/or block diagrams, can be
implemented by computer-readable program instructions.

[0027] These computer-readable program instructions may be provided to a processor
of a general purpose computer, special purpose computer, or other programmable data
processing apparatus to produce a machine, such that the instructions, which execute via

the processor of the computer or other programmable data processing apparatus, create
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means for implementing the functions or acts specified in the flowchart and/or block
diagram block or blocks. These computer program instructions may also be stored in a
computer-readable medium that can direct a computer, other programmable data
processing apparatus, or other devices to function in a particular manner, such that the
instructions stored in the computer-readable medium produce an article of manufacture
including instructions which implement the function or act specified in the flowchart
and/or block diagram block or blocks.

[0028] The computer-readable program instructions may also be loaded onto a
computer, other programmable data processing apparatus, or other device to cause a
series of operational steps to be performed on the computer, other programmable
apparatus or other device to produce a computer implemented process, such that the
instructions which execute on the computer, other programmable apparatus, or other
device implement the functions or acts specified in the flowchart and/or block diagram
block or blocks.

[0029]  The flowchart and block diagrams in the figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods, and
computer program products according to various embodiments of the present invention.
In this regard, each block in the flowchart or block diagrams may represent a module,
segment, or portion of instructions, which comprises one or more executable instructions
for implementing the specified logical function or functions. In some alternative
implementations, the functions noted in the blocks may occur out of the order noted in
the figures. For example, two blocks shown in succession may, in fact, be executed
substantially concurrently, or the blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be noted that each block of the
block diagrams and/or flowchart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented by special purpose hardware-
based systems that perform the specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.

[0030] The illustrative embodiments recognize and take into account that with a
virtual file system utilized for cloning repositories, management of the distribution of

objects is desirable. The illustrative embodiments recognize and take account that
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managing the utilization of objects in a virtual file system on a client data processing
system may be more difficult than desired.

[0031] Thus, the illustrative embodiments provide a method, apparatus, computer
system, and computer program product for managing the use of objects. The
management can be performed for objects that are transferred from a data repository to a
client data processing system. In one illustrative example, a method 1s utilized to manage
usage of objects. A computer system receives a usage request to use a subset of the
objects from a client data processing system. The objects are stored in a data repository
for a revision control system. Responsive to receiving the request, the computer system
transfers a subset of the objects to the client data processing system. Responsive to
transferring the subset of objects to the client data processing system, the computer
system generates an object transfer record. This object transfer record describes the
subset of the objects sent to the client data processing system. The utilization of the
subset of the objects is managed utilizing the object transfer record. Further, an object
usage record can also be generated by the client data processing system and utilized to
manage usage of the subset of the objects transferred to client data processing system.
[0032]  With reference now to the figures and, in particular, with reference to Figure
1, an illustration of an object management environment is depicted in accordance with an
illustrative embodiment. In this illustrative example, object management environment
100 is an environment in which objects 102 are managed by computer system 104.
Computer system 104 is a physical hardware system and includes one or more data
processing systems. When more than one data processing system is present in computer
system 104, those data processing systems are in communication with each other using a
communications medium. The communications medium may be a network. The data
processing systems may be selected from at least one of a computer, a server computer, a
tablet, or some other suitable data processing system.

[0033]  As depicted, objects 102 are stored in data repository 106. Objects 102 can
take a number of different forms. For example, objects 102 can be selected from at least
one of a piece of program code, a function, a configuration file, a website, a document, a
computer program, a data object, a software module, a code package, or some other

suitable type of object.

10
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[0034]  As used herein, the phrase “at least one of,” when used with a list of items,
means different combinations of one or more of the listed items may be used, and only
one of each item in the list may be needed. In other words, “at least one of” means any
combination of items and number of items may be used from the list, but not all of the
items in the list are required. The item may be a particular object, a thing, or a category.
[0035] For example, without limitation, “at least one of item A, item B, or item C”
may include item A, item A and item B, or item B. This example also may include item
A, item B, and item C or item B and item C. Of course, any combinations of these items
may be present. In some illustrative examples, “at least one of” may be, for example,
without limitation, two of item A, one of item B, and ten of item C; four of item B and
seven of item C; or other suitable combinations of items.

[0036] In this illustrative example, data repository 106 is part of version control
system 108 located in computer system 104. With version control system 108,
versioning of objects 102 can be managed. In the illustrative example, version control
system 108 can be implemented using a number of different types of version control
systems. For example, version control system 108 can be a Git. Git is a distributed
version control system in which users can work on objects without having to share a
common network. This type of version control system uses a peer-to-peer approach for
version control in which each user has a complete copy of the repository.

[0037]  Further, virtual file system 110 is located in computer system 104 and manages
the distribution of objects 102 to client data processing systems 112. In this illustrative
example, client data processing systems 112 have clones 114 of data repository 106.
These clones are virtual clones in which objects appear to be present in clones 114 but are
not actually downloaded into clones 114 until requested by client data processing systems
112.

[0038] In this illustrative example, transfer agent 116 runs on computer system 104,
and usage agent 118 runs on client data processing system 120 in client data processing
systems 112. In this illustrative example, at least one of transfer agent 116 or usage agent

118 aids in managing the usage of objects 102.

11
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[0039]  As depicted, virtual file system 110 in computer system 104 receives usage
request 122 to use subset 134 of objects 102 from client data processing system 120. In
this example, objects 102 are stored in data repository 106.

[0040] Responsive to receiving usage request 122, virtual file system 110 transfers
subset 134 of objects 102 to client data processing system 120. The transfer of subset
134 of objects 102 may occur using a number of different formats. For example, objects
that are wanted can be transferred using at least one of a text file, a simple object access
protocol (SOAP) file, an extensible markup language (XML) file, JavaScript object
notification (JSON) file, or some other suitable type of file.

[0041] Responsive to transferring subset 134 of objects 102 to client data processing
system 120, transfer agent 116 generates object transfer record 124. In this illustrative
example, object transfer record 124 describes subset 134 of objects 102 sent to client data
processing system 120. As depicted, transfer agent 116 sends object transfer record 124
to usage management server 126 in computer system 136. Computer system 136 is a
physical hardware system and includes one or more data processing systems. When more
than one data processing system is present, those data processing systems are in
communication with each other using a communications medium. The communications
medium may be a network. The data processing systems may be selected from at least
one of a computer, a server computer, a tablet, or some other suitable data processing
system.

[0042]  Further, responsive to utilization of subset 134 of objects 102 by client data
processing system 120, usage agent 118 generates object usage record 128 describing
subset 134 of objects 102. Usage agent 118 sends object usage record 128 to usage
management server 126.

[0043] In this illustrative example, usage management server 126 manages the
utilization of subset 134 of objects 102 on client data processing system 120. This
management is performed using at least one of object transfer record 124 or object usage
record 128. Subset 134 of objects 102 is transferred to client data processing system 120.
In the 1llustrative example, the management may include at least one of monitoring the
utilization of subset 134, controlling when subset 134 can be utilized, billing for the

utilization of subset 134, or other actions with respect to subset 134 of objects 102.
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[0044] In the illustrative example, object transfer record 124 can be used to verify a
transfer of subset 134 of objects 102 to client data processing system 120, and object
usage record 128 can be used to verify the utilization of subset 134 of objects 102 has
occurred on client data processing system 120.

[0045] In managing the utilization of subset 134 of objects 102 on client data
processing system 120, usage management server 126 can perform a number of different
actions. For example, usage management server 126 can identify license 130 for client
data processing system 120 utilizing at least one of object transfer record 124 or object
usage record 128. As depicted in this example, usage management server 126 applies
license 130 to at least one of object transfer record 124 or the object usage record 128.
[0046] Identification of license 130 may be performed in a number of different ways.
For example, license 130 may be identified based on the user or client for client data
processing system 120.

[0047]  The application of license 130 to subset 134 of objects 102 can result in a
number of different actions. One action involves usage management server 126
generating usage policy 132 for subset 134 of objects 102 utilizing license 130.

[0048]  As depicted, usage policy 132 is one or more rules. Usage policy 132 defines
rules that may be applied to manage the utilization of subset 134 of objects 102 on client
data processing system 120. Enforcement of usage policy 132 may be performed by
usage agent 118 on client data processing system 120. Usage policy 132 may be
employed to enforce access or control of the utilization of subset 134 of objects 102
located on client data processing system 120.

[0049]  In another illustrative example, usage policy 132 can be used by the
application that utilizes subset 134 of objects 102 on client data processing system 120.
These rules in usage policy 132 may include at least one of identifying how long subset
134 of objects 102 can be used, whether subset 134 of objects 102 can be modified, the
level of functionality for one or more of subset 134 of objects 102, or some other suitable
rules.

[0050] In another example, license 130 can identify how a user is to be billed for
utilizing subset 134 of objects 102. The billing may be a subscription, a periodic billing,

time during which subset 134 of objects 102 is to be used, each use of an object in subset
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134 of objects 102, or using some other billing mechanism. This identification of billing
may be implemented as part of usage policy 132.

[0051] Usage management server 126, transfer agent 116, and usage agent 118 may
be implemented in software, hardware, firmware, or a combination thereof. When
software is used, the operations performed by these components may be implemented in
program code configured to run on hardware, such as a processor unit. When firmware 1s
used, the operations performed by usage management server 126, transfer agent 116, and
usage agent 118 may be implemented in program code and data, and stored in a persistent
memory to run on a processor unit. When hardware is employed, the hardware may
include circuits that operate to perform the operations in these components.

[0052] In the illustrative examples, the hardware may take a form selected from at
least one of a circuit system, an integrated circuit, an application specific integrated
circuit (ASIC), a programmable logic device, or some other suitable type of hardware
configured to perform a number of operations. With a programmable logic device, the
device may be configured to perform the number of operations. The device may be
reconfigured at a later time or may be permanently configured to perform the number of
operations. Programmable logic devices include, for example, a programmable logic
array, a programmable array logic, a field programmable logic array, a field
programmable gate array, and other suitable hardware devices. Additionally, the
processes may be implemented in organic components integrated with inorganic
components and may be comprised entirely of organic components excluding a human
being. For example, the processes may be implemented as circuits in organic
semiconductors.

[0053] As aresult, at least one of computer system 104 or computer system 136
operates as a special purpose computer system in which transfer agent 116 in computer
system 104 enables generating records utilized by usage management server 126 in
computer system 136 to manage the utilization of subset 134 of objects 102 on client data
processing system 120. In particular, transfer agent 116 transforms computer system 104
into a special purpose computer system, and usage management server 126 in computer
system 136 into a special purpose computer as compared to currently available general

computer systems that do not have transfer agent 116 or usage management server 126.
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Further, the use of at least one of transfer agent 116 or usage agent 118 with usage
management server 126 results in an improved data processing system that includes these
components to manage the utilization of subset 134 of objects 102 on client data
processing system 120.

[0054]  The illustration of object management environment 100 in Figure 1 is not
meant to imply physical or architectural limitations to the manner in which an illustrative
embodiment may be implemented. Other components in addition to or in place of the
ones illustrated may be used. Some components may be unnecessary. Also, the blocks
are presented to illustrate some functional components. One or more of these blocks may
be combined, divided, or combined and divided into different blocks when implemented
in an illustrative embodiment.

[0055] For example, the different steps performed by transfer agent 116 can be
implemented as part of virtual file system 110. In another illustrative example, usage
agent 118 may be implemented as part of the application that utilizes subset 134 of
objects 102 on client data processing system 120.

[0056] In another illustrative example, usage agent 118 continues to send additional
object usage records, in addition to object usage record 128. These additional object
usage records can be sent periodically or non-periodically, such as in response to an
event. In this manner, usage management server 126 may continue to perform actions
with respect to managing the utilization of subset 134 of objects 102 on client data
processing system 120.

[0057]  With reference next to Figure 2, an illustration of an object transfer record 1s
depicted in accordance with an illustrative embodiment. In the illustrative examples, the
same reference numeral may be used in more than one figure. This reuse of a reference
numerals in different figures represents the same element in the different figures.

[0058]  As depicted, object transfer record 124 includes a number of different fields of
information that describe subset 134 of objects 102 that are transferred to client data
processing 120, shown in Figure 1. These fields include user 200, time stamp 202,
machine identifier 204, and object identifier 206.

[0059] In the illustrative example, user 200 identifies who downloaded subset 134 of
objects 102. Time stamp 202 identifies a time and date of when the transfer of subset 134
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of objects 102 occurred. Machine identifier 204 identifies client data processing system
120 that received subset 134 of objects 102. This identifier may take a number of
different forms. For example, the identifier may be selected from a group comprising a
media access control (MAC) address, and Internet protocol (IP) address, a hostname, or
some other suitable type of identifier that can be used to identify client data processing
system 120.

[0060]  Object identifier 206 identifies the objects in subset 134 of objects 102. Subset
134 comprises one or more of objects 102. In the illustrative example, object identifier
206 can be a unique identifier assigned to an object in data repository 106, shown in
Figure 1. In other illustrative examples, object identifier 206 could be a portion or all of
each object. For example, if objects 102 take the form of program code, object identifier
206 can be a portion of the program code or a portion of the program code for the object.
[0061] Tuming to Figure 3, an illustration of an object usage record is depicted in
accordance with an illustrative embodiment. In this illustrative example, object usage
record 128 includes a number of different fields. As depicted, the fields in object usage
record 128 include user 300, machine identifier 302, server identifier 304, object
identifier 306, and usage data 308.

[0062]  User 300 identifies a person who downloaded subset 134 of object 102.
Machine identifier 302 identifies client data processing system 120. Server identifier 304
identifies data repository 106 from which subset 134 of objects 102 was received. Object
identifier 306 identifies each object in subset 134 of objects 102 received by client data
processing system 120

[0063] Usage data 308 identifies information about the use of subset 134 of objects
102. Usage data 308 may include at least one of a time and date of when subset 134 of
objects 102 was received, which objects 102 in subset 134 have been used, the number of
times an object in subset 134 has been used, the length of usage of an object in subset
134, or other suitable information that describes the utilization of objects 102 in subset
134

[0064]  The illustration of the various fields or object transfer record 124 in Figure 2
and object usage record 128 in Figure 3 are examples of fields that can be utilized in

these records. These illustrations are not meant to limit the manner in which these
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records can be implemented in other examples. For example, object usage record 128
can omit fields such as, for example, without limitation, server identifier 304 or usage
data 308. In another example, object transfer record 124 may include a server identifier.
These records can in include other field in addition to or in place of the ones shown in
Figure 2 and Figure 3. For example, a field may be included that identifies an
application that utilizes subset 134 of objects 102 in client data processing system 120.
[0065] In Figure 4, a dataflow diagram for managing the utilization of objects 1s depicted
in accordance with an illustrative embodiment. As depicted, Git virtual file server
(GVFS) 400 1s an example of one implementation for data repository 106 and virtual file
system 110 in Figure 1.

[0066] In this illustrative example, client data processing system 402 processes a Git
clone command. This command creates a symbolic link to files 404 for code on Git
virtual file server 400. Files 404 for code objects on Git virtual file server 400 are not
actually downloaded to create clone 406 on client data processing system 402 in response
to this command.

[0067] When code in the clone 406 is needed, usage request 408 is sent to Git virtual
file server 400. In response, Git virtual file server 400 sends file 410 in files 404 to client
data processing system 402. The program code in file 410 is stored in clone 406,
replacing a link to file 410 in Git virtual file server 400. In other words, in other words,
file 410 is no longer represented by a link in clone 406. Instead, file 410 is stored locally
in clone 406.

[0068]  Additionally, transfer agent 412 in Git virtual file server 400 sends object
transfer record 414 to usage management server 416. This record describes file 410 and
information about the transfer of file 410 to client data processing system 402. Object
transfer record 414 can include fields such as those for object transfer record 124 is
illustrated in Figure 2.

[0069]  Additionally, usage agent 418 sends code usage record 420 to usage
management server 416. Code usage record 420 can include information, such as the
information contained in fields for object usage record 128 as depicted in Figure 3.
Usage management server 416, transfer agent 412, and usage agent 418 form a code

management system in this example.
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[0070]  As depicted, usage management server 416 can perform a number of different
functions. For example, usage management server 416 may perform functions such as
access control, licensing enforcement, billing, and other suitable types of actions
performed to manage the utilization of file 410 on client data processing system 402. In
addition to providing information confirming the utilization of file 410 on client data
processing system 402, code usage record 420 can also provide an additional
confirmation of the receipt of file 410. In other words, a double confirmation of the
transfer of file 410 can be made utilizing object transfer record 414 and code usage
record 420.

[0071] In another example, usage management server 416 generates report 422.
Report 422 includes information about code usage in clone 406. For example, the report
may suggest changes to code usage to optimize the cost of utilizing the program code.
For example, report 422 may include identification of typical code versions and premium
code versions. For example, a normal bubble sort class may be a typical code version
and a very fast quick sort class may be a premium version. Report 422 may indicate that
which typical code classes have been used and which premium code classes have been
used. Based on the frequency of usage of the different types of code classes, a suggestion
of which code classes should be utilized may be made in report 422.

[0072]  With reference next to Figure S, a flowchart of process for managing usage of
objects is depicted in accordance with an illustrative embodiment. The process illustrated
in Figure S can be implemented in object management environment 100 shown in
Figure 1.

[0073] The process begins by receiving a usage request to use a subset of the objects
from a client data processing system (step S00). The objects are stored in a data
repository managed by a virtual file system. The process transfers a subset of the objects
to the client data processing system, in response to receiving the usage request (step 502).
The process generates an object transfer record, in response to transferring the subset of
objects to the client data processing system (step 504). The object transfer record
describes the subset of the objects sent to the client data processing system.

[0074]  The utilization of the subset of the objects is managed by utilizing the object

transfer record (step 506). The process terminates thereafter.
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[0075]  With reference next to Figure 6, a flowchart of a process for managing a
subset of objects in a client data processing system is depicted in accordance with an
illustrative embodiment. The process illustrated in Figure 6 can be implemented in a
component, such as usage management server 126 in Figure 1.

[0076] The process begins by identifying a license for the client data processing
system utilizing the object transfer record (step 600). The process applies the license to
the object transfer record (step 602). The process terminates thereafter.

[0077] In applying the license to the object transfer record, the usage management
server can generate a usage policy containing one or more rules with respect to the
utilization of objects on client data processing system.

[0078]  With reference next to Figure 7, a flowchart of a process for sending an object
transfer record is depicted in accordance with an illustrative embodiment. The process
illustrated in Figure 7 can be implemented in transfer agent 116 in Figure 1 or transfer
agent 412 in Figure 4.

[0079]  The process begins by detecting a transfer of a subset of objects to a client data
processing system (step 700). The process identifies information about the subset of
objects in the transfer of the subset of objects (step 702). This information may include,
for example, the identification of the client data processing system, an identification of
the objects sent to the client data processing system, a user, a date and time of the
transfer, and other suitable types of information.

[0080] The process creates an object transfer record (step 704). This object transfer
record in step 704 may be, for example, object transfer record 124 as depicted in Figure
2. The process sends the object transfer record to the usage management server (step
706). The process terminates thereafter.

[0081] Turning to Figure 8, a flowchart of a process for sending an object usage
record is depicted in accordance with an illustrative embodiment. The process illustrated
in this figure can be implemented in usage agent 118 in Figure 1 or usage agent 418 in
Figure 4.

[0082]  The process begins by determining whether an event with respect to object
usage in the client data processing system has occurred (step 800). This event may be a

periodic event or a non-periodic event. For example, the event may be the expiration of
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the time. The non-periodic events may be a particular event with respect to utilization of
an object in the subset of objects received from a data repository. The non-periodic
events may be, for example, receiving the object, accessing the object, running the object,
leading the object, or some other action taken with respect to the object.

[0083]  If the event has not occurred, the process returns to step 800. In step 800, when
an event occurs, the process identifies information about the object (step 802). This
information may include, for example, an identifier for the client data processing system,
an identification of the object used, the type of utilization of the object, the number of
times the object was utilized, or other suitable information with respect to utilization of
the object on the client data processing system.

[0084] The process creates an object usage record (step 804), and sends the object
usage record to a usage management server (step 806). The object usage record maybe
object usage record 128 is depicted in Figure 3. The process then returns to step 800.
[0085]  With reference now to Figure 9, a process for managing utilization of objects
through application of the license 1s depicted in accordance with an illustrative
embodiment. The process illustrated in this figure can be implemented in usage
management server 126 in Figure 1 and usage management server 416 in Figure 4.
[0086] The process begins by receiving at least one of an object transfer record or an
object usage record for a group of objects transferred to a client data processing system
(step 900). As used herein, “a group of,” when used with reference to items, means one
or more items. For example, “a group of objects” is one or more objects. In this
illustrative example, the objects are files containing program code. This program code
maybe pieces of code for an application, an application, a software module, or other type
of program code.

[0087]  The process identifies the group of objects from at least one of the object
transfer record or the object usage record (step 902). The process also identifies a user
from at least one of the object transfer record or the object usage record (step 904).
[0088]  The process identifies a license (step 906). In this example, the license is
identified from the identification of the user. The user may be, for example, a person, a
software developer, a department, a company, a business, an organization, or some other

type of entity that can be subject to the license.
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[0089]  The process selects an unprocessed object from the group of objects for
processing (step 908). The process applies the license to the selected object (step 910).
The process generates a usage policy for the selected object (step 912).

[0090] A determination is made as to whether an additional unprocessed object is
present in the group of objects (step 914). If an additional unprocessed object is present,
the process returns to step 908.

[0091] If an additional unprocessed object 1s not present, the process sends the usage
policy to the client data processing system application to the utilization of objects on the
client data processing system (step 916). The process terminates thereafter.

[0092] In Figure 10, a flowchart of process for generating a usage policy with respect
to the level of functionality for object is depicted in accordance with an illustrative
embodiment. The process in Figure 10 is an example of one implementation for step 912
in Figure 9.

[0093] In this illustrative example, the object is program code. The program code is
capable of having different levels of functionality. These levels of functionality can be
enabled through a usage policy. The level of functionality may take different forms. For
example, the code in the object may be functional or non-functional for the level of
functionality. In another illustrative example, the code may be a software module that
has function features in which different features are enabled based on the level of
functionality.

[0094]  The process begins by identifying a level of functionality for the object
utilizing the license identified for user of the object (step 1000). In step 1000, the user
has registered to utilize a data repository containing objects in which the object is a
subset of the objects in the data repository. The registration includes an indication of the
level of functionality that the user may have different objects in the data repository
identified in the license. This level of functionality may be based on different terms
present for the user in the license. These terms and the license maybe based on selections
or negotiations made by the user when the license was entered into by the user.

[0095]  The process generates instruction for the identified level functionality for the

object (step 1002). The process terminates thereafter.
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[0096] The instruction is part of usage policy for the object. The instruction may take
different forms. For example, the instruction may be a key, a piece of code, the
configuration file, a flag, or some other suitable type of instruction that controls the level
of functionality for the object on the client data processing system.

[0097]  The process illustrated in Figure 10 is provided as an example of one manner
in which a usage policy can be generated. This illustration is not meant to limit the
manner in which such policies can be generated in other illustrative examples. For
example, licenses may identify an amount of time program code in the object can be
utilized on the client data processing system. In this example, a rule can be generated to
indicate how long the program code in the object can be utilized on client data processing
system. In another example, the license may identify the number of times that the object
can be utilized on the client data processing system.

[0098] In yet other illustrative examples, other types of usage policies can be
generated. For example, the usage policy may specify whether the object may be copied
and reused.

[0099]  The flowcharts and block diagrams in the different depicted embodiments
illustrate the architecture, functionality, and operation of some possible implementations
of apparatuses and methods in an illustrative embodiment. In this regard, each block in
the flowcharts or block diagrams may represent at least one of a module, a segment, a
function, or a portion of an operation or step. For example, one or more of the blocks
may be implemented as program code, hardware, or a combination of the program code
and hardware. When implemented in hardware, the hardware may, for example, take the
form of integrated circuits that are manufactured or configured to perform one or more
operations in the flowcharts or block diagrams. When implemented as a combination of
program code and hardware, the implementation may take the form of firmware. Each
block in the flowcharts or the block diagrams may be implemented using special purpose
hardware systems that perform the different operations or combinations of special
purpose hardware and program code run by the special purpose hardware.

[00100] In some alternative implementations of an illustrative embodiment, the
function or functions noted in the blocks may occur out of the order noted in the figures.

For example, in some cases, two blocks shown in succession may be performed
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substantially concurrently, or the blocks may sometimes be performed in the reverse
order, depending upon the functionality involved. Also, other blocks may be added in
addition to the illustrated blocks in a flowchart or block diagram.

[00101] Turning now to Figure 11, an illustration of a block diagram of a data
processing system is depicted in accordance with an illustrative embodiment. Data
processing system 1100 may be used to implement computer system 104, computer
system 136, client data processing systems 112, and client data processing system 120.
In this illustrative example, data processing system 1100 includes communications
framework 1102, which provides communications between processor unit 1104, memory
1106, persistent storage 1108, communications unit 1110, input/output unit 1112, and
display 1114. In this example, communications framework 1102 may take the form of a
bus system.

[00102] Processor unit 1104 serves to execute instructions for software that may be
loaded into memory 1106. Processor unit 1104 may be a number of processors, a multi-
processor core, or some other type of processor, depending on the particular
implementation.

[00103] Memory 1106 and persistent storage 1108 are examples of storage devices
1116. A storage device is any piece of hardware that is capable of storing information,
such as, for example, without limitation, at least one of data, program code in functional
form, or other suitable information either on a temporary basis, a permanent basis, or
both on a temporary basis and a permanent basis. Storage devices 1116 may also be
referred to as computer readable storage devices in these illustrative examples. Memory
1106, in these examples, may be, for example, a random access memory or any other
suitable volatile or non-volatile storage device. Persistent storage 1108 may take various
forms, depending on the particular implementation.

[00104] For example, persistent storage 1108 may contain one or more components or
devices. For example, persistent storage 1108 may be a hard drive, a solid state hard
drive, a flash memory, a rewritable optical disk, a rewritable magnetic tape, or some
combination of the above. The media used by persistent storage 1108 also may be
removable. For example, a removable hard drive may be used for persistent storage

1108.

23



WO 2019/111097 PCT/IB2018/059328

10

15

20

25

30

[00105] Communications unit 1110, in these illustrative examples, provides for
communications with other data processing systems or devices. In these illustrative
examples, communications unit 1110 is a network interface card.

[00106] Input/output unit 1112 allows for input and output of data with other devices
that may be connected to data processing system 1100. For example, input/output unit
1112 may provide a connection for user input through at least one of a keyboard, a
mouse, or some other suitable input device. Further, input/output unit 1112 may send
output to a printer. Display 1114 provides a mechanism to display information to a user.
[00107] Instructions for at least one of the operating system, applications, or programs
may be located in storage devices 1116, which are in communication with processor unit
1104 through communications framework 1102. The processes of the different
embodiments may be performed by processor unit 1104 using computer-implemented
instructions, which may be located in a memory, such as memory 1106.

[00108] These instructions are referred to as program code, computer usable program
code, or computer-readable program code that may be read and executed by a processor
in processor unit 1104. The program code in the different embodiments may be
embodied on different physical or computer-readable storage media, such as memory
1106 or persistent storage 1108.

[00109] Program code 1118 is located in a functional form on computer-readable media
1120 that is selectively removable and may be loaded onto or transferred to data
processing system 1100 for execution by processor unit 1104. Program code 1118 and
computer-readable media 1120 form computer program product 1122 in these illustrative
examples. In the illustrative example, computer-readable media 1120 is computer-
readable storage media 1124.

[00110] In these illustrative examples, computer-readable storage media 1124 is a
physical or tangible storage device used to store program code 1118 rather than a medium
that propagates or transmits program code 1118.

[00111] Alternatively, program code 1118 may be transferred to data processing system
1100 using a computer-readable signal media. The computer-readable signal media may
be, for example, a propagated data signal containing program code 1118. For example,

the computer-readable signal media may be at least one of an electromagnetic signal, an
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optical signal, or any other suitable type of signal. These signals may be transmitted over
at least one of communications links, such as wireless communications links, optical fiber
cable, coaxial cable, a wire, or any other suitable type of communications link.

[00112] The different components illustrated for data processing system 1100 are not
meant to provide architectural limitations to the manner in which different embodiments
may be implemented. The different illustrative embodiments may be implemented in a
data processing system including components in addition to or in place of those
illustrated for data processing system 1100. Other components shown in Figure 11 can
be varied from the illustrative examples shown. The different embodiments may be
implemented using any hardware device or system capable of running program code
1118.

[00113] Thus, illustrative embodiments of the present invention provide a computer
implemented method, apparatus, computer system, and computer program product for
managing the utilization of objects in a client data processing system. One or more
illustrative examples aid in managing the utilization of objects downloaded from a data
repository to a client data processing system. In one illustrative example, a transfer agent
sends an object transfer record to the usage management server when a subset of the
objects stored in the data repository is transfer to a client data processing system
requesting the subset of objects. The usage agent sends an object usage record describing
the utilization of the subset of objects on the client data processing system to the usage
management server. The usage management server utilizes at least one of the object
transfer record or the object usage record to manage the utilization of the subset of
objects in the client data processing system.

[00114] This type of object management is applicable to objects in various forms in the
different illustrative examples. For example, the different illustrative examples can be
applied to managing objects in the form of program code. In other illustrative examples,
the objects may take the forms such as documents, websites, spreadsheets, or other
suitable types of objects for which object management is desired.

[00115] In an illustrative example, the utilization of objects can be managed in a more
efficient manner, as compared to current techniques. For example, different levels of

functionality for objects and program code can be provided without requiring a user to
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the 1llustrative example, a license is identified for the user and the level of functionality
permissions with respect to the program code in object is identified from the license. The
usage policy is created to provide the functionality as identified in the license.

[00116] The descriptions of the various embodiments of the present invention have
been presented for purposes of illustration, but are not intended to be exhaustive or
limited to the embodiments disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art without departing from the scope and spirit of
the described embodiment. The terminology used herein was chosen to best explain the
principles of the embodiment, the practical application or technical improvement over
technologies found in the marketplace, or to enable others of ordinary skill in the art to
understand the embodiments disclosed here.

[00117] The flowchart and block diagrams in the figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods and
computer program products according to various embodiments of the present invention.
In this regard, each block in the flowchart or block diagrams may represent a module,
segment, or portion of code, which comprises one or more executable instructions for
implementing the specified logical function or functions. It should also be noted that, in
some alternative implementations, the functions noted in the block may occur out of the
order noted in the figures. For example, two blocks shown in succession may, in fact, be
executed substantially concurrently, or the blocks may sometimes be executed in the
reverse order, depending upon the functionality involved. It will also be noted that each
block of the block diagrams and/or flowchart illustration, and combinations of blocks in
the block diagrams and/or flowchart illustration, can be implemented by special purpose
hardware-based systems that perform the specified functions or acts, or combinations of

special purpose hardware and computer instructions.
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CLAIMS:

1. A method for managing usage of objects, the method comprising:

receiving, by a computer system, a usage request to use a subset of the objects
from a client data processing system, wherein the objects are stored in a data repository;

responsive to receiving the usage request, transferring, by the computer system,
the subset of the objects to the client data processing system,;

responsive to transferring the subset of the objects to the client data processing
system, generating, by the computer system, an object transfer record, wherein the object
transfer record describes the subset of the objects sent to the client data processing
system; and

managing a utilization of the subset of the objects on the client data processing

system utilizing the object transfer record.

2. The method of claim 1 further comprising;:
sending the object transfer record to a usage management server; and
wherein managing the utilization of the subset of the objects utilizing the object transfer
record comprises:
managing, by the usage management server, the utilization of the subset of

the objects on the client data processing utilizing the object transfer record.

3. The method of claim 2, wherein managing, by the usage management server, the
utilization of the subset of the objects on the client data processing system utilizing the
object transfer record comprises:

identifying, by the usage management server, a license for the client data
processing system utilizing the object transfer record; and

applying the license to the object transfer record.
4. The method of claim 3 further comprising:
responsive to identifying the license, generating a usage policy to the subset of the

objects utilizing the license.
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5. The method of claim 1 further comprising:
responsive to utilizing the subset of the objects by the client data processing
system, generating an object usage record describing the subset of the objects utilized by

the client data processing system.

6. The method of claim 5 further comprising:

sending the object usage record and the object usage record to a usage
management server; and

managing the utilization of the subset of the objects utilizing the object usage

record.

7. The method of claim 5 further comprising:
sending the object transfer record and the object usage record to a usage
management server;
wherein managing the utilization of the subset of the objects utilizing the object usage
record comprises:
managing, by the usage management server, the utilization of the subset of
the objects on the client data processing system utilizing the object transfer record and the

object usage record.

8. The method of claim 7, wherein managing, by the usage management server, the
utilization of the subset of the objects on the client data processing system utilizing the
object transfer record and the object usage record comprises:

identifying, by the usage management server, a license for the client data
processing system utilizing the object transfer record and the object usage record; and

applying a license to the object transfer record and the object usage record.

9. The method of claim 8, wherein applying the license to the object transfer record

and the object usage record comprises:

28



WO 2019/111097 PCT/IB2018/059328

10

15

20

25

30

managing the utilization of the subset of the objects on the data processing system

utilizing the object transfer record and the object usage record.

10. The method of claim 6, wherein the object transfer record verifies a transfer of the
subset of the objects to the client data processing system and the object usage record

verifies a utilization of the subset of the objects on the client data processing system.

11. A virtual file management system comprising:

a computer system;

a virtual file system on the computer system, wherein the virtual file system
receives a usage request to use a subset of objects from a client data processing system,
wherein the objects are stored in a data repository and transfers the subset of the objects
to the client data processing system in response to receiving the usage request;

a transfer agent runs on the computer system, wherein the transfer agent generates
an object transfer record in response to the subset of the objects being transferred to the
client data processing system, wherein the object transfer record describes the subset of
the objects sent to the client data processing system; and

a usage management server that manages a utilization of the subset of the objects

on the client data processing system utilizing the object transfer record.

12. The virtual file management system of claim 11, wherein the transfer agent sends
the object transfer record to the usage management server; and wherein in managing the
utilization of the subset of the objects utilizing the object transfer record, the usage
management server manages the utilization of the subset of the objects on the client data

processing utilizing the object transfer record.

13. The virtual file management system of claim 12, wherein in managing the
utilization of the subset of the objects on the client data processing system utilizing the
object transfer record, the usage management server identifies a license for the client data
processing system utilizing the object transfer record and applies the license to the object

transfer record.
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14. The virtual file management system of claim 13, wherein the usage management
server identifies a usage policy for the subset of the objects utilizing the license in

response to identifying the license.

15. The virtual file management system of claim 11, further comprising;

a usage agent running on the client data processing system that generates an
object usage record describing the subset of the objects utilized by the client data
processing system in response to utilizing the subset of the objects by the client data

processing system.

16. The virtual file management system of claim 15, wherein the usage agent sends
the object usage record to the usage management server and manages the utilization of

the subset of the objects utilizing the object usage record.

17. The virtual file management system of claim 15, wherein the transfer agent sends
the object transfer record to the usage management server and usage agent sends the
object usage record to the usage management server, and wherein the usage management
server manages the utilization of the subset of the objects on the client data processing

system utilizing the object transfer record and the object usage record.

18.  The virtual file management system of claim 17, wherein in managing the
utilization of the subset of the objects on the client data processing system utilizing the
object transfer record and the object usage record, the usage management server
identifies a license for the client data processing system utilizing the object transfer
record and the object usage record, and applies the license to the object transfer record

and the object usage record.
19. A computer program product for managing usage of objects, the computer

program product comprising:

a computer readable-storage media;
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first program code, stored on the computer-readable storage media, for receiving a
usage request to use a subset of the objects from a client data processing system, wherein
the objects are stored in a data repository;

second program code, stored on the computer-readable storage media, responsive
to receiving the usage request, for transferring the subset of the objects to the client data
processing system;

third program code, stored on the computer-readable storage media, responsive to
receiving the requesting, for generating an object transfer record, wherein the object
transfer record describes the subset of the objects sent to the client data processing
system; and

fourth program code, stored on the computer-readable storage media, for
managing a utilization of the subset of the objects on the client data processing system

utilizing the object transfer record.

20. The computer program product of claim 19 further comprising:
fifth program code, stored on the computer-readable storage media, for sending
the object transfer record to a usage management server; and
wherein the fourth program code comprises:
program code, stored on the computer-readable storage media, for
managing the utilization of the subset of the objects on the client data processing utilizing

the object transfer record.

21. The computer program product of claim 20, the program code for managing the
utilization of the subset of objects on the client data processing system utilizing the object
transfer record comprises:

program code, stored on the computer-readable storage media, for identifying, by
the usage management server, a license for the client data processing system utilizing the
object transfer record; and

program code, stored on the computer-readable storage media, for applying the

license to the object transfer record.

31



WO 2019/111097 PCT/IB2018/059328

10

15

20

25

30

22. The computer program product of claim 19 further comprising:

fifth program code, stored on the computer-readable storage media, responsive to
utilizing the subset of the objects by the client data processing system, for generating an
object usage record describing the subset of the objects utilized by the client data
processing system; and

sixth program code, stored on the computer-readable storage media, for sending

the object usage record and the object usage record to a usage management server.

23. A method for managing usage of objects, the method comprising:

receiving, by a computer system, a usage request to use a subset of the objects
from a client data processing system, wherein the objects are stored in a data repository
for a version control system,;

responsive to receiving the usage request, transferring, by the computer system, a
subset of the objects to the client data processing system;

responsive to transferring the subset of the objects, by the computer system,
generating an object transfer record, wherein the object transfer record describes the
subset of the objects transferred to the client data processing system,;

responsive to utilizing the subset of the objects on the client data processing
system, generating, by the client data processing system an object usage record, wherein
the object usage record describes the subset of the objects utilized by the client data
processing system; and

managing a utilization of the subset of the objects on the client data processing

system utilizing at least one of the object transfer record or the object usage record.

24, A virtual file management system comprising:

a computer system;

a client data processing system,;

a transfer agent running on the computer system, wherein the transfer agent sends
an object transfer record to a usage management server, wherein an object usage record

describes a subset of objects sent to the client data processing system; and wherein the
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usage management server manages a usage of the subset of the objects utilizing at least
one of the object usage record or the object transfer record,;

a usage agent running on the client data processing system, wherein usage agent
generates the object usage record in response to the usage of the subset of the objects on
the client data processing system, wherein the object usage record describes the subset of
the objects utilized by the client data processing system in response to the client data
processing system; and sends the object usage record to a usage management server that
manages a utilization of the subset of the objects utilizing the object usage record; and

a usage management server that manages a utilization of the subset of the objects
on the client data processing system using at least one of the object transfer record

received from the transfer agent or the object usage received from the usage agent.

25. The virtual file system of claim 24, wherein in managing the utilization of the
subset of the objects utilizing the object usage record usage, the usage management
server identifies a license for the client data processing system utilizing the object
transfer record and the object usage record; and applies the license to the object transfer

record and the object usage record.
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