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DETERMINING A DATABASE SIGNATURE

[0001] The present invention relates in general to database
management systems, and in particular, to a method, as well
as a computer program product and a data processing system
for determining a database signature of a database.

BACKGROUND

[0002] Today many software products include a database
component. For example, when installing a particular bank-
ing application, a particular database (e.g., a customized
DB2 database) may also have to be installed so that a user
has access to a particular record associated with the user’s
bank account. The structure of a database may be tailored or
customized based on the particular software product that is
being utilized. For example, the banking application
described above may correspond to Bank X and may include
a database that has a very specific schema and table column
identity layout (e.g., the first column/primary key is a
“customer ID” field, the second column is a “Bank X
customer name” field, etc.). Therefore database signatures
may be used to identify particular databases for particular
applications and software products.

SUMMARY

[0003] A method is proposed for determining a database
signature of a database, the method comprising (i) deter-
mining a set of characteristics of the database; (i1) identify-
ing at least one unique characteristic of the database that is
unique among characteristics of other databases, which
characteristics of other databases are stored in a signature
data store; (iii) generating the database signature from the at
least one unique characteristic; and (iv) storing the database
signature and the unique characteristic in the signature data
store.

[0004] Further, a computer program product is proposed
for determining a database signature of a database, the
computer program product comprising a computer readable
storage medium having program instructions embodied
therewith, the program instructions executable by the com-
puter to cause the computer to perform a method compris-
ing, (i) determining a set of characteristics of the database;
(ii) identifying at least one unique characteristic of the
database that is unique among characteristics of other data-
bases, which characteristics of other databases are stored in
a signature data store; (iii) generating the database signature
from the at least one unique characteristic; and (iv) storing
the database signature and the unique characteristic in the
signature data store.

[0005] Further, a data processing system for execution of
a data processing program is proposed, comprising com-
puter readable program instructions for performing the
method described above.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The present invention together with the above-
mentioned and other objects and advantages may best be
understood from the following detailed description of the
embodiments, but not restricted to the embodiments.
[0007] FIG. 1 depicts a block diagram of a computing
environment of a database management system according to
an embodiment of the invention for determining a database
signature of a database.
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[0008] FIG. 2 depicts a diagram illustrating how structural
information of a database may be obtained according to an
embodiment of the invention.

[0009] FIG. 3 depicts a diagram illustrating the informa-
tion, particularly the structural information, stored in the
software database signature data store according to an
embodiment of the invention.

[0010] FIG. 4 depicts a flowchart of an example process
for determining a database signature of a database according
to an embodiment of the invention.

[0011] FIG. 5 depicts a diagram illustrating how a data-
base signature may be represented according to an embodi-
ment of the invention.

[0012] FIG. 6 depicts an example embodiment of a data
processing system for executing a method according to the
mnvention.

DETAILED DESCRIPTION

[0013] In the drawings, like elements are referred to with
equal reference numerals. The drawings are merely sche-
matic representations, not intended to portray specific
parameters of the invention. Moreover, the drawings are
intended to depict only typical embodiments of the invention
and therefore should not be considered as limiting the scope
of the invention.

[0014] Generation of a database signature may require
expert knowledge of the products and the internal database
structure. Therefore a favorable embodiment is proposed for
automatically generating such database signatures of data-
bases.

[0015] The illustrative embodiments provide a system for
determining a database signature of a database.

[0016] The illustrative embodiments are sometimes
described herein using particular technologies only as an
example for the clarity of the description. The illustrative
embodiments may be used for (i) determining a set of
characteristics of the database; (ii) identifying at least one
unique characteristic of the database that is unique among
characteristics of other databases, which characteristics of
other databases are stored in a signature data store; and (iii)
generating the database signature from the at least one
unique characteristic; and (iv) storing the database signature
and the unique characteristic in the signature data store.
[0017] Advantageously structural information of the data-
bases (e.g., all schemas/tables/columns/indexes/keys/proce-
dures, etc.) may be stored and then the structure of a newly
added database is compared against all previous databases.
[0018] FIG. 1 depicts a block diagram of a computing
environment 100 of a database management system accord-
ing to an embodiment of the invention for determining a
database signature of a database 122. The computing envi-
ronment 100 may include a computing device 110 (or set of
computing devices) which is communicatively coupled
(e.g., via the network 116) to the computing devices 112
and/or 114. In some embodiments, the computing environ-
ment 100 may be implemented within a cloud computing
environment, or use one or more cloud computing services.
Consistent with various embodiments, a cloud computing
environment may include a network-based, distributed data
processing system that provides one or more cloud comput-
ing services. Further, a cloud computing environment may
include many computers, hundreds or thousands of them or
more, disposed within one or more data centers and config-
ured to share resources over the network 116.
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[0019] Due to embodiments, the signature data store 120
may be connected to the first computing device 110 and the
database 122 may be connected to at least a second com-
puting device 112, 114, wherein the first computing device
110 and the second computing device 112, 114 are connected
via the network 116.

[0020] Insomeembodiments, the computing environment
100 may represent a database cluster environment. The term
“database cluster” may refer to two or more compute nodes
(e.g., server computing devices). Each compute node (e.g.,
computing device 112 and 114) includes or is directly
associated with a storage device (or devices) that stores a
database. The databases associated with the respective com-
pute nodes may be identical, i.e., a single database is
replicated on the storage device associated with each com-
pute node. Alternatively, a single database may be parti-
tioned and the databases associated with the respective
compute nodes may each contain one of the partitions of the
single database. Database clustering may be useful for
providing continuous availability of data in case one or more
compute nodes or associated databases fail (e.g., because of
a failed processor, failed connection path, failed storage
device, etc.). When a database fails, a failover operation may
be executed such that any database operation that was
undertaken but not completed by the failed database is
assumed by a different database within another compute
node.

[0021] Consistent with some embodiments, the computing
devices 110, 112 and/or 114 may be configured the same or
analogous to the data processing system 210, as illustrated
in FIG. 6. In some computing environments, more or fewer
computing devices and/or databases may be present than
illustrated in FIG. 1. In some embodiments, the computing
device 110 may represent a client computing device and the
computing devices 110 and/or 114 may represent separate
server computing devices. Accordingly, the client comput-
ing device may request a service or resource from the server
computing device(s), which executes or completes the client
request. In some embodiments, some or each of the com-
ponents (e.g., the computing device 114 and the computing
device 112) of the computing environment 100 represent
single compute instances of a single computing device (e.g.,
computing components within a chassis, a blade server
within a blade enclosure, an I/O drawer, a processor chip,
etc.), as opposed to separate computing devices.

[0022] As illustrated in FIG. 1, the computing device 110
in some embodiments may include program instructions and
when coupled with a processor(s) may be configured to at
least search for unique characteristic elements or set of
characteristic elements, such as e.g. structural information of
a database (e.g., the database (DB) structure component list
126 of database 122) in one or more already existing
database signatures (e.g., within the software DB signature
data store 120) in order to determine a database signature of
a particular database, which may be newly connected to the
computing environment.

[0023] The term “structural information” or database
“structure” as described herein may refer to particular physi-
cal/logical attributes that describe or represent a database
and/or a database’s physical/logical components, such as
data object(s) within a database. For example, structural
information may include information about data structures
such as: a schema structure (e.g., a representation of how
data is organized), table structure (e.g., the names and order
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of each table), column structure (e.g., the names and order
of each column), and/or key information (e.g., the name of
primary and/or foreign keys) of a particular database.
[0024] The term “database signature,” as described herein
may refer to some or each of the components or elements
that makeup and/or are included in a database. In some
embodiments, a database signature may effectively be a
“fingerprint” or “token” of a database. A “fingerprint” may
utilize an algorithm that maps a relatively large data item
into a much shorter bit string (e.g., the fingerprint), which
uniquely identifies the database. The shorter bit string may
represent one or more units of information that makeup the
database (e.g., structural information about a database). In
some embodiments, the database signature(s) include a
database identity (e.g., name of the database) that may be
mapped to one or more database structure identities included
within a database, which is described in more detail below.
[0025] In some embodiments, the software DB signature
data store 120, the database 122, and/or the database 124
may represent individual servers (e.g., database servers) or
a database management system utilized to process and
access the actual data within a storage device (e.g., disk or
Random Access Memory (RAM)) of the respective com-
puting devices. The software DB signature data store 120
may be a data store that includes each database signature.
The database 122 may be a particular database (e.g., a
Structured Query Language (SQL) database) that is coupled
to the computing device 112 (e.g., via shared memory). The
DB structure component list 126 may include the structural
information of the database 122.

[0026] The database 124 may also be a particular database
that is coupled to the computing device 114. The DB
structure component list 128 may also include the structural
information of the database 114. In some embodiments, the
DB structure component list 126 and/or 128 may be finger-
prints or signatures for their respective databases 122, 124
such that when trying to determine database structures of a
database, it may easily be identifiable via the fingerprint
(e.g., a database manager does not have to scan an entire
database to obtain structure components). In alternative
embodiments, the DB structure component list 126 and/or
128 may represent a consolidated list of structural informa-
tion after each database manager of a database (e.g., data-
base 122) has scanned the database to retrieve the structural
information in response to a particular request.

[0027] The computing devices 110, 112 and/or 114 may
communicate with another via any suitable network 116. For
example, the network 116 may represent a local area net-
work (LAN), a general wide area network (WAN), a cellular
network, and/or a public network (e.g., the Internet).
[0028] In some embodiments, the databases 122 and/or
124 may be queried in order to determine the database
signatures using the DB structure component list 126 and/or
128, which is described in more detail below. In other
embodiments, automated functions may be performed as a
background task (e.g., without a user requesting informa-
tion), such that upon detection of an event, one or more
operations may be performed, as described in more detail
below.

[0029] FIG. 2 depicts a diagram illustrating how structural
information 20 of a database 122 may be obtained according
to an embodiment of the invention. In some embodiments,
as illustrated in FIG. 2, a query request 130 may be sent to
the database 122 to obtain the structural information 20 of
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the database 122. The query request 130 may be sent
automatically, if a new database is connected to the com-
puting environment 100. For example, after establishing a
wireless connection with the computing device 112, a query
statement 130 (e.g., SELECT attribute list FROM table list
WHERE condition) may be automatically issued on the
computing device 110 to request one or more database
structure information 20 of database 122. The database
manager of the database 122 may then scan the database 122
in order to provide the DB structure component list 126
according to the query request 130. Alternatively, the DB
structure component list 126 may be a pre-formed list or
fingerprint such that the database manager does not have to
scan the database 122 to obtain structural information 20,
but may identify and select the DB structure component list
126.

[0030] The query language may be any suitable language,
such as structured query language (SQL) for relational
databases, multidimensional expression (MDX) for multi-
dimensional databases or online analytical procession
(OLAP) databases, online transactional processing data-
bases (OLTP), or any other language for any other database.
[0031] The computing device 112 of the database 122 may
then transmit the DB structure component list 126 to the
computing device 110 such that the DB structure component
list 126 can then be searched (e.g., via the match estimate
module 104) for characteristics of other database signatures
within the software DB signature data store 120 in order to
infer that the characteristics may be unique to the database
122, which is described in more detail below.

[0032] Although FIG. 2 illustrates how structural infor-
mation 20 may be obtained from the database 122, it is to be
understood that the same or analogous procedures can also
occur to obtain structural information 20 from the database
124 of FIG. 1.

[0033] FIG. 3 depicts a diagram illustrating the informa-
tion, particularly the structural information 20, stored in the
software database (DB) signature data store 120 according
to an embodiment of the invention. The software DB sig-
nature data store 120 includes the table 302. FIG. 3 further
includes the DB structure component list 126, which
includes the table 304. Although FIG. 3 illustrates that only
a particular data store (software DB signature data store 120)
and list (DB structure component list 126) include the tables
302 and 304, it is recognized that more data stores and lists
may include identical or analogous tables to the tables 302
and 304. For example, database 124 of FIG. 1 may include
within its DB structure component list 128, a table identical
or analogous to the table 304.

[0034] In embodiments, the table 302 represents a data-
base table object with multiple columns (also known as
fields or attributes) and records. In some embodiments, each
record represents a database signature 10, 42, 44 such that a
particular database identity (e.g., a name of a database
product) is mapped to one or more associated database
structure identities. For example, the first record includes
database name “DB2” that is mapped to various other
features via the other columns that are part of the first record
(e.g., database DB2 is mapped to schema D that includes
tables Dd). Therefore, mapping may include that relation-
ship between various columns within a single record (or
series of records).

[0035] According to favorable embodiments the database
signatures 10, 42, 44 may comprise one or more units of data
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selected from a group comprising at least a name 18 of the
database 122, a schema structure 22 of the database 122, a
table structure 24 of the database 122, a column structure 26
of the database 122, and a key structure 28 of the database
122.

[0036] As illustrated in the table 302, the database signa-
tures 10, 42, 44 include various columns of data, such as
“Database Name” 18, “Schema” 22, “Tables” 24, “Col-
umns” 26, “Keys” 28, “Nodes” 30, “Properties” 32 and
“Relationships” 34. The columns of the table 302 may
include various database structural information 20 concern-
ing the database specified under the ‘“Database Name”
column 18. Structural information 20 of the database 122
may comprise one or more units of data from a group
comprising at least a schema structure 22 of the database
122, a table structure 24 of the database 122, a column
structure 26 of the database 122, a key structure 28 of the
database 122.

[0037] The “Schema” column 22, for example, may
describe how the data is organized within the particular
database specified under the database name column. A
database “Schema’ 22 may specifically be a set of integrity
constraints that are imposed on a database. In some embodi-
ments, the “Schema” column 22 or schema information may
depict a graphical or logical representation of a database
structure, the structure of which includes information con-
cerning how each database object is related. For example, in
a relational database, the schema may define or depict each
table, field, relationship, view, index, package, procedure,
function, queue, trigger, type, sequence, synonym, database
link, and/or directory that is included in a particular data-
base. In some embodiments, instead or in addition to graphi-
cally representing the schema, the “schema” column 22 or
schema information may include database language textual
information in a data dictionary that describes database
objects and/or relationships. Schema information may
include information such as the number of tables, object,
nodes, records, etc. in the database and the relationships
between them. In an example illustration, the “schema
column” 22 may indicate that a first schema represents a
“star” schema and that a second schema represents a “snow-
flake” schema.

[0038] The “Table” column 24 includes information about
one or more tables of a database specified in the “Database
Name” column 18. This information may include table
structure information associated with a particular database
table. For example, table structure information may include:
the name or other identifier of a table, the number of
columns that are within the table, etc. The “Column” column
26 specifies column structure information about one or more
columns within the table specified under the “Table” column
24. For example, column structure information may include
a name or other identifier of one or more columns, the size
constraints of one or more columns (e.g., column string
width/length and/or number of bytes of data to be placed in
in one or more columns). For example, column size may
define fixed string length (e.g., number of characters)
allowed for data entry into each column.

[0039] The “Keys” column 28 or other database structure
information may specify structure information about keys
(e.g., primary and/or foreign keys) for a particular column.
A “primary” key may be a column that uniquely identifies
each record and only one may exist per table. The structural
information may include the name or identifier of the
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primary key attribute (e.g., “social security number”), the
size of the key column, etc. A “foreign” key may be one or
more columns in a first table that provides a link between
data of a second table. For example, in a relational database,
a foreign key from a first table may point to or refer to a
primary key in a second table. The key column 28 or
database structural information 20 may specifically include
a name or identifier of the foreign key (column) for a
particular table.

[0040] It is recognized that the table 302 may include
structure information associated with various database types
(e.g., relational databases, graph or other object oriented
databases, hierarchical databases, network databases, online
transaction processing (OLTP) databases, online analytical
processing (OLAP) databases, etc.). For example, as illus-
trated in in the table 302, there may the columns of “Nodes”
30, “Relationships™ 34, and “Properties” 32, which may
correspond to graph databases. An object-oriented database
utilizes object-oriented programming languages and may
include data (e.g., sound/video data and methods describing
what to do with data) that is stored as objects, as opposed to
storing strings or integers in two-dimensional arrays in
tables that include rows and columns like in a relational
database. Each one of these objects may belong to an object
class. An object class may share one or more objects a
common structure and/or behavior.

[0041] The “Node” column 30 may represent each name,
identifier, or label (e.g., object) of each node, the size of the
node, how many nodes exist, etc. For example, the label of
a first node may be “person.” The “Properties” column 32
may represent attributes or metadata associated with par-
ticular nodes, such as keys or key pairs. For example, using
the illustration above, the first node labeled “person” may
include “name: John,” and “id: 1”. The “Relationships”
column 34 may specify how two particular nodes (e.g., a
“start” node and “end” node) are related, which may be
analogous to relational databases that utilize keys to dem-
onstrate how two tables are related. The structural informa-
tion that may be obtained is the name or identifier of the
relationship, the direction of the relationship, etc. The name
or identifier of the relationship may indicate a verb action
associated with two nodes. For example, using the illustra-
tion above, the first node of “person,” and key “John” may
include a relationship named “works at,” and that points or
refers to a second node named “business,” with a key named
“supermarket A.” Accordingly, these two nodes along with
the relationship indicates that “John” “works at” “supermar-
ket A

[0042] In various embodiments, the table 302 (or table
304) includes more columns than illustrated in FIG. 3. For
example, there may be more columns that correspond with
more database types (e.g., hierarchical databases, network
databases, online transaction processing (OLTP) databases,
online analytical processing (OLAP) databases, etc.)
depending on the software utilized. For example, the table
302 and/or 304 may include database structure information
about a record (e.g., name) of a parent or child data object
and/or a link in a hierarchical or network database. In some
embodiments, there may be more columns in table 302
and/or 304 that include various other database structure type
of information. For example, there may be structure infor-
mation that includes information about indexes (e.g., name
of index, type of index, organization or graphical layout of
the index, record boundaries of the index, etc.), views,
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statistical information for query optimization (e.g., histo-
gram specifications, bucket specifications), etc.

[0043] FIG. 3 also includes the DB structure component
list 126, which includes the structural information about
database 122. The structural information is represented by
the table 304. The table 304 includes column data about:
“Schema” 22, “Tables” 24, “Columns” 26, and “Keys” 28.
In embodiments, this header information (ie., schema,
tables, columns, keys) in table 304 may include the same or
analogous types of information as discussed above for the
table 302 for the software signatures (e.g., schema, tables,
column, keys, etc.). For example, the “Columns” column 26
in table 304 may include a name or other identifier of one or
more columns, the size constraints of one or more columns
(e.g., column(s) string width/length and/or number of bytes
of data to be placed in one or more columns) for the database
122, which may be the same type of information that the
“columns” column 26 in the table 302 includes as discussed
above.

[0044] In some embodiments, the structural information
20 in table 304 is compared to the database signatures in
table 302 in order to determine what database 122 is
associated with the DB structure component list 126. For
example, in some embodiments, each column of the table
304 may be compared to each record (database signature) of
a corresponding database structure column within the table
302 (ie., schema, tables, columns, keys, nodes, relation-
ships, properties), and a first match estimate may be calcu-
lated for that record in a particular column (e.g., a percent-
age match). And then an inference may be made that the
structure information in the table 304 is associated with a
particular database.

[0045] In the following an example illustration is pre-
sented for searching for unique characteristics 16 or unique
sets of characteristics 14 as structural information 20 of the
database 122 stored in the signature data store 120. For
example, table 304 may indicate that the schema of database
122 is D. When compared with the “Schema” column 22 of
table 302, there is a match of 100% with the first record
(corresponding to database DB2) because the schema is also
D. However, there is a 0% match for the second and third
records within table 302 because the schema for databases
Oracle and Neo4] is schema E and F schema respectively.
Likewise, the table 304 indicates that the database 122
includes the table value of “Dd.” When compared to the
table values under the “Tables” column of table 302, there is
once again a 100% match associated with the first record
because database DB2 includes the table value of “Dd.” And
again, there is a 0% match for databases Oracle and Neo4J
because these databases include tables Ee and no tables
respectively. Table 304 also indicates that the database
includes the columns of “Dda,” “Ddb” “Ddc¢” and “Dde”.
However, when comparing this to the “Columns” column of
table 302, there may not be a 100% match with any record.
This may be because customized columns may be generated
outside of a default databases setting. Accordingly, for the
first record there may be a 75% match instead of a 100%
match because the column of “Dde” of table 304 may have
been added or customized. There may also be a 0% match
between the columuns of table 304 and the second and third
records (databases Oracle and Neo4J) of table 302. The
“Keys” column 28 of table 304 may indicate that the
database includes key “a” and when compared with the
“Keys” column 28 of table 302 there may be a 100% match
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with database DB2 (because of the “a” value), and a 0%
percent match when compared with the second and third
records. The table 304 illustrates that there is no structural
components of the database 122 that are associated with
nodes, relationships, or properties (i.e., graph databases).
Accordingly, there may be a 0% match between the DB
structure component list 126 and any record under the
columns of “Nodes” 30, “Relationships™ 34 and “Proper-
ties” 32, which indicates that the database 122 is not a graph
database.

[0046] Following this example illustration, the content of
the table 304 is mainly congruent with the database signa-
ture 10 stored in the signature data store 120, but differing
in the “Columns” column 26 with one unique characteristic
16 “Dde”, which may thus be used for generating a new
database signature.

[0047] Insomeembodiments, the table 302 in the software
DB signature data store 120 represents a self-referential
logical database model where every single entity is stored in
a single table (table 302), as opposed to multiple tables or
other structures. In other embodiments however, the table
302 may be illustrative only for visualization purposes and
may correspond to other database types. For example, the
“Schema’ 22, “Tables” 24 and “Columns” columns 26 may
be included in a first table within a relational database and
the “Nodes” 30, “Relationships™ 34 and “Properties” 32 may
correspond to a second table within the same relational
database. In other embodiments, the table 302 may represent
information as found in any other type of database such as
a network database, a hierarchical database, object-oriented
database, etc.

[0048] According to favorable embodiments the inventive
method for determining a database signature 10 of a data-
base 122 comprises determining a set of characteristics 14 of
the database 122; identifying at least one unique character-
istic 16 of the database 122 that is unique among charac-
teristics 14 of other databases 124. The characteristics 14 of
other databases 124 may be stored in a signature data store
120. Further the method comprises generating the database
signature 10 from the at least one unique characteristic 16
and storing the database signature 10 and the unique char-
acteristic 16 in the signature data store 120. Characteristics
14 of the database 122 may be structural information 20 as
illustrated in the tables 302, 304 in FIG. 3.

[0049] Due to embodiments identifying the at least one
unique characteristic 16 comprises searching in the signature
data store 120 for the same characteristic 16 related to other
databases 124. The set of characteristics 14 thus may be
identified from structural information 20 of the database
122. The at least one unique characteristic 16 may favorably
comprise the structural information 20 of the database 122.
[0050] According to favorable embodiments the set of
characteristics 14 may comprise the name 18 of the database
122 and identifying the unique characteristic 16 may thus
comprise searching in the signature data store 120 for
characteristics 14 related to other databases 124 having the
same name 18.

[0051] If more than one unique characteristic 16 is iden-
tified, the smallest remaining set of characteristics 14 of
other databases 124 may be identified and thus the database
signature 10 may be generated based on this smallest
remaining set of characteristics 14. The identified sets of
characteristics 14 may be ordered according to the number
of characteristics 14 of other databases 124.
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[0052] FIG. 4 depicts a flowchart of an example process
for determining a database signature 10 of a database 122
according to an embodiment of the invention. Start of the
process in step S400 may occur as an autornated or back-
ground task (e.g. without a user request). Step S400 may be
triggered, e.g., when a new product is added to the software
DB signature data store 120 of the computing device 110 in
FIG. 1. According to the inventive method first in step S402
it is checked if a database name 18, as indicated in FIG. 3,
is provided. If this is the case, according to step S404, the
scope of the search for unique characteristics 16 is reduced
for products using the identical database name 18. If this is
not the case, according to step S406, structural information
20 of the database is extracted, by a query request 130, as
indicated in F1G. 2, e.g., and the structural information 20 is
inserted into the signature data store 120.

[0053] Then, according to step S408, search for unique
characteristics 16 is continued, searching for structural
information 20 like unique schemas, tables, views, etc.
which are not present in the signature data store 120.
Alternatively, a computing device 112, associated with the
database 122 may include a counter that is set to transmit
structural information 20 concerning the database 122 every
X period of time. Or the computing device 112, associated
with the database 122, may transmit the structural informa-
tion 20 based on a particular event, such as the structural
components of the database 122 changing above a threshold.
[0054] Next, according to step S410, a confidence value
12 of any database signatures 10, 42, 44 found, relying only
on non-unique characteristics 14 is reduced, as described in
more details with FIG. 5.

[0055] The search for a unique characteristic 16 is con-
tinued in step S412. If at least one unique characteristic
exists, according to step S414, this unique characteristic 16
is used to generate a database signature 10, and the process
comes to an end, step S426.

[0056] If there a unique characteristic does not exist, it is
tried in step S416 to find the smallest unique set of charac-
teristics 14, e.g., a set of all schemas 22, a set of all tables
24, a set of all views, a set of all schemas and all tables 24,
a set of all schemas 22, all tables 24 and all views, a set of
all indexes, a set of all schemas, all tables and all indexes,
or the like. The order, in which the sets are used, may be
determined on the size or the length of the individual sets.
[0057] Then, according to step S418, the confidence val-
ues 12 of the signatures 10, 42, 44, relying on non-unique
sets of characteristics 14, is reduced.

[0058] Ifa unique set of characteristics 14 is found in step
S420, this set of characteristics 14 is used to generate a
database signature 10 in step S422, ending the process in
step S426.

[0059] If a unique set of characteristics 14 is not found a
database signature 10 is generated based on the whole
structural information 20 of the database 122, according to
step S424, and the confidence values 12 of all database
signatures 42, 44, relying on the identical structural infor-
mation 20 is reduced, ending the process in step S426.
[0060] FIG. 5 depicts a diagram illustrating how a data-
base signature 10 may be represented according to an
embodiment of the invention. In some embodiments, instead
of or in addition to the table 302 as described in FIG. 3,
database signatures 10 may be represented by the schema
500 as illustrated in FIG. 5. For example, the schema 500
may represent a relational database that includes various
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tables (relations) of data 502, 504, 506, 508. The schema 500
also illustrates how each table is related (e.g., via the lines
that link a primary key in one table to a foreign key in
another table).

[0061] The “TYPE” Table 502 represents a database lan-
guage type for different databases that may be present on a
source database (e.g., a database an administrator is working
with). For example, the database language type may be
Structured Query Language (SQL) (associated with rela-
tional databases), a Non-SQL (NoSQL) (associated with
non-relational databases, such as graph databases), etc. The
primary key of table 502 may be the “ID”. The “NAME”
data may specify the name of the database (e.g., SQL).
[0062] The “SIGNATURE” table 504 represents a data-
base signature 10, which includes some or all of the data
from each of the other tables table 502, 506 and/or 508. For
example, the table 504 may include the “TYPE_ID” foreign
key, which may be the primary key of the “TYPE” table 502.
The table 504 may also include “QUERY” and “CONFI-
DENCE” data 12 that includes information about the sig-
nature query and confidence of the signature query.

[0063] According to favourable embodiments assigning a
confidence value 12 to the database signature 10 may be
based on the search of unique characteristics 16 of the
database 122 and of the other databases 124, wherein the
confidence value 12 is determined by the number of occur-
rences of the unique characteristic 16 in other databases 124.
The confidence value 12 of the database signatures 10 may
be reduced, if the same characteristic 16 is found for at least
one other database 124. Due to embodiments the confidence
value 12 of the database signatures 10 may be reduced by a
factor corresponding to the number of other databases 124
for which the same unique characteristic 16 is found (the
number) increased by at least one and, particularly, the
confidence value 12 of the database signatures 10 of the
databases 122, 124 may be reduced by a factor correspond-
ing to the number of other databases 124 for which the same
structural information 20 is found increased by one.
[0064] The “SIG_DB” (signature database) table 506
illustrates a signature (e.g., an ID, hash, string, alphanumeric
text) that represents a database type. The primary key may
be “SIG_ID” (signature 1D) and the foreign key may be
“DB_ID” (database 1D), which corresponds to the “DATA-
BASE” table 508’s primary key. The “DATABASE” table
508 may include information about a database type (e.g.,
DB2, Informix, etc.). In embodiments, the table 508 may
correspond to the information an administrator may input
about a particular database that he/she has access to. The
primary key may be the “ID” and the table 508 may
specifically include “NAME?” field that specifies the name of
a database for each record (e.g., DB2) and a “VERSION”
field that specifies a version of the database name (e.g., DB2
version 5.0).

[0065] For determining a database signature 10 a query to
the database may be input that specifies the name and
version of a particular database and/or anything within the
DB structure component list 126 of FIG. 3 (e.g., tables,
columns, etc.). The database manager of that database may
then responsively fetch one or more records within the table
to execute the query.

[0066] This query from the administrator may then be
matched to a particular database associated with the schema
500. The table 504 may include the “QUERY”, which may
correspond to one or more record values for a particular set
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of fields or columns that the administrator chose for the
query. For example, a first record may include values
associated with the query under a “Table” column (e.g., Dd)
and under a “Column” column (e.g., Dda). The first record
may also include or be associated with other values that
correspond to the particular database (e.g., information
derived from the table 508). A matching estimate or “CON-
FIDENCE” may be performed the same as or analogous to
the matching of the DB structure component list 126 and
table 304 of FIG. 3. In some embodiments, table 504 of FIG.
5 represents or includes the information in the table 302 of
FIG. 3. In some embodiments, any process or operation
performed as described in FIG. 3 can also be performed for
FIG. 5.

[0067] Referring now to FIG. 6, a schematic of an
example of a data processing system 210 is shown. Data
processing system 210 is only one example of a suitable data
processing system and is not intended to suggest any limi-
tation as to the scope of use or functionality of embodiments
of the invention described herein. Regardless, data process-
ing system 210 is capable of being implemented and/or
performing any of the functionality set forth herein above.

[0068] In data processing system 210 there is a computer
system/server 212, which is operational with numerous
other general purpose or special purpose computing system
environments or configurations. Examples of well-known
computing systems, environments, and/or configurations
that may be suitable for use with computer system/server
212 include, but are not limited to, personal computer
systems, server computer systems, thin clients, thick clients,
handheld or laptop devices, multiprocessor systems, micro-
processor-based systems, set top boxes, programmable con-
sumer electronics, network PCs, minicomputer systems,
mainframe computer systems, and distributed cloud com-
puting environments that include any of the above systems
or devices, and the like.

[0069] Computer system/server 212 may be described in
the general context of computer system executable instruc-
tions, such as program modules, being executed by a com-
puter system. Generally, program modules may include
routines, programs, objects, components, logic, data struc-
tures, and so on that perform particular tasks or implement
particular abstract data types. Computer system/server 212
may be practiced in distributed cloud computing environ-
ments where tasks are performed by remote processing
devices that are linked through a communications network.
In a distributed cloud computing environment, program
modules may be located in both local and remote computer
system storage media including memory storage devices.

[0070] As shown in FIG. 6, computer system/server 212 in
data processing system 210 is shown in the form of a
general-purpose computing device. The components of
computer system/server 212 may include, but are not limited
10, o1 O MOre Processors or processing units 216, a system
memory 228, and a bus 218 that couples various system
components including system memory 228 to processor 216.

[0071] Bus 218 represents one or more of any of several
types of bus structures, including a memory bus or memory
controller, a peripheral bus, an accelerated graphics port, and
a processor or local bus using any of a variety of bus
architectures. By way of example, and not limitation, such
architectures include Industry Standard Architecture (ISA)
bus, Micro Channel Architecture (MCA) bus, Enhanced ISA
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(EISA) bus, Video Electronics Standards Association
(VESA) local bus, and Peripheral Component Interconnect
(PCI) bus.

[0072] Computer system/server 212 typically includes a
variety of computer system readable media. Such media
may be any available media that is accessible by computer
system/server 212, and it includes both volatile and non-
volatile media, removable and non-removable media.

[0073] System memory 228 can include computer system
readable media in the form of volatile memory, such as
random access memory (RAM) 230 and/or cache memory
232. Computer system/server 212 may further include other
removable/non-removable, volatile/non-volatile computer
system storage media. By way of example only, storage
system 234 can be provided for reading from and writing to
a non-removable, non-volatile magnetic media (not shown
and typically called a “hard drive”). Although not shown, a
magnetic disk drive for reading from and writing to a
removable, non-volatile magpetic disk (e.g., a “floppy
disk™), and an optical disk drive for reading from or writing
to a removable, non-volatile optical disk such as a CD-
ROM, DVD-ROM or other optical media can be provided.
In such instances, each can be connected to bus 218 by one
or more data media interfaces. As will be further depicted
and described below, memory 228 may include at least one
program product having a set (e.g., at least one) of program
modules that are configured to carry out the functions of
embodiments of the invention.

[0074] Program/utility 240, having a set (at least one) of
program modules 242, may be stored in memory 228 by way
of example, and not limitation, as well as an Operating
System, one or more application programs, other program
modules, and program data. Each of the Operating System,
one or more application programs, other program modules,
and program data or some combination thereof, may include
an implementation of a networking environment. Program
modules 242 generally carry out the functions and/or meth-
odologies of embodiments of the invention as described
herein.

[0075] Computer system/server 212 may also communi-
cate with one or more external devices 214 such as a
keyboard, a pointing device, a display 224, etc.; one or more
devices that enable a user to interact with computer system/
server 212; and/or any devices (e.g., network card, modem,
etc.) that enable computer system/server 212 to communi-
cate with one or more other computing devices. Such
communication can occur via Input/Output (I/0) interfaces
222. Still yet, computer system/server 212 can communicate
with one or more networks such as a local area network
(LAN), a general wide area network (WAN), and/or a public
network (e.g., the Internet) via network adapter 220. As
depicted, network adapter 220 communicates with the other
components of computer system/server 212 via bus 218. It
should be understood that although not shown, other hard-
ware and/or software components could be used in conjunc-
tion with computer system/server 212. Examples, include,
but are not limited to: microcode, device drivers, redundant
processing units, external disk drive arrays, RAID systems,
tape drives, and data archival storage systems, etc.

[0076] The present invention may be a system, a method,
and/or a computer program product. The computer program
product may include a computer readable storage medium
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(or media) having computer readable program instructions
thereon for causing a processor to carry out aspects of the
present invention.

[0077] The computer readable storage medium can be a
tangible device that can retain and store instructions for use
by an instruction execution device. The computer readable
storage medium may be, for example, but is not limited to,
an electronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium includes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
is not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

[0078] Computer readable program instructions described
herein can be downloaded to respective computing/process-
ing devices from a computer readable storage medium or to
an external computer or external storage device via a net-
work, for example, the Internet, a local area network, a wide
area network and/or a wireless network. The network may
comprise copper transmission cables, optical transmission
fibers, wireless transmission, routers, firewalls, switches,
gateway computers and/or edge servers. A network adapter
card or network interface in each computing/processing
device receives computer readable program instructions
from the network and forwards the computer readable
program instructions for storage in a computer readable
storage medium within the respective computing/processing
device.

[0079] Computer readable program instructions for carry-
ing out operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, Firmware instructions, state-setting data, or
either source code or object code written in any combination
of one or more programming languages, including an object
oriented programming language such as Smalltalk, C++ or
the like, and conventional procedural programming lan-
guages, such as the “C” programming language or similar
programming languages. The computer readable program
instructions may execute entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a
remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be
connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
an Internet Service Provider). In some embodiments, elec-
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tronic circuitry including, for example, programmable logic
circuitry, field-programmable gate arrays (FPGA), or pro-
grammable logic arrays (PLA) may execute the computer
readable program instructions by utilizing state information
of the computer readable program instructions to personalize
the electronic circuitry, in order to perform aspects of the
present invention.

[0080] Aspects of the present invention are described
herein with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems), and computer
program products according to embodiments of the inven-
tion. It will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of
blocks in the flowchart illustrations and/or block diagrams,
can be implemented by computer readable program instruc-
tions.

[0081] These computer readable program instructions may
be provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function in a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified in the flowchart and/or block diagram block or
blocks.

[0082] The computer readable program instructions may
also be loaded onto a computer, other programmable data
processing apparatus, or other device to cause a series of
operational steps to be performed on the computer, other
programmable apparatus or other device to produce a com-
puter implemented process, such that the instructions which
execute on the computer, other programmable apparatus, or
other device implement the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0083] The flowchart and block diagrams in the Figures
illustrate the architecture, functionality, and operation of
possible implementations of systems, methods, and com-
puter program products according to various embodiments
of the present invention. In this regard, each block in the
flowchart or block diagrams may represent a module, seg-
ment, or portion of instructions, which comprises one or
more executable instructions for implementing the specified
logical function(s). In some alternative implementations, the
functions noted in the block may occur out of the order noted
in the figures. For example, two blocks shown in succession
may. in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block dia-
grams and/or flowchart illustration, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.
[0084] The descriptions of the various embodiments of the
present invention have been presented for purposes of
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illustration, but are not intended to be exhaustive or limited
to the embodiments disclosed. Many modifications and
variations will be apparent to those of ordinary skill in the
art without departing from the scope and spirit of the
described embodiments. The terminology used herein was
chosen to best explain the principles of the embodiments, the
practical application or technical improvement over tech-
nologies found in the marketplace, or to enable others of
ordinary skill in the art to understand the embodiments
disclosed herein.

What is claimed is:

1. A method for determining a database signature of a
database, the method comprising:

determining a first set of characteristics of the database;

identifying at least one unique characteristic of the first set

of characteristics compared to a second set of charac-
teristics of one or more other databases, the second set
of characteristics of the one or more other databases are
stored in a signature data store;

generating the database signature based on the at least one

unique characteristic; and

storing the database signature and the at least one unique

characteristic to the signature data store.

2. The method according to claim 1, wherein the identi-
fying the at least one unique characteristic includes search-
ing in the signature data store for a particular characteristic
that matches the at least one unique characteristic.

3. The method according to claim 2, further comprising
assigning a confidence value to the database signature based
on the particular characteristic that matches the at least
unique characteristic of the database.

4. The method according to claim 3, wherein the confi-
dence value is determined by a number of matching occur-
rences of the unique characteristic in other databases.

5. The method according to claim 3, further comprising:
reducing the confidence value of the database signature
when the particular characteristic is found for at least a
second database.

6. The method according to claim 5, wherein the confi-
dence value of the database signatures 1s reduced by a factor
corresponding to a number of a second set of the one or more
other databases for which a same unique characteristic that
matches the at least one unique characteristic is found.

7. The method according to claim 1, wherein the second
set of characteristics comprises a first name of the database
and the identifying the at least one unique characteristic
comprises searching in the signature data store for charac-
teristics related to one or more other databases having a
second name that matches the first name.

8. The method according to claim 1, wherein the second
set of characteristics are identified from structural informa-
tion of the database, the structural information including a
description of particular logical attributes of the database.

9. The method according to claim 1, further ordering an
identified subset of the second set of characteristics accord-
ing to a number of the second set of characteristics of the one
or more other databases.

10. The method according to claim 9, further comprising,
determining that more than one unique characteristic is
identified, identifying a smallest remaining set of second set
of characteristics of the one or more other databases and
generating the database signature based on the smallest
remaining set of the second set of characteristics.
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11. The method according to claim 8, wherein the at least
one unique characteristic includes the structural information
of the database.

12. The method according to claim 3, wherein the con-
fidence value of the database signature is reduced by a factor
corresponding to a number of the one or more other data-
bases for which a same structural information is found
increased by one.

13. The method according to claim 1, wherein the signa-
ture data store is connected to a first computing device and
the database is connected to at least a second computing
device, wherein the first computing device and the second
computing device are connected via a network.

14. The method according to claim 13, further compris-
ing: issuing a query request from the first computing device
to the second computing device for obtaining structural
information of the database.

15. The method according to claim 1, wherein the data-
base signature includes one or more units of data selected
from a group consisting of: a name of the database, a schema
structure of the database, a table structure of the database, a
column structure of the database, and a key structure of the
database.

16. The method according to claim 8, wherein the struc-
tural information of the database includes one or more units
of data from a group consisting of: a schema structure of the
database, a table structure of the database, a column struc-
ture of the database, and a key structure of the database.

17. A computer program product for determining a data-
base signature of a database, the computer program product
comprising a computer readable storage medium having
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program instructions embodied therewith, the program
instructions executable by a computer to cause the computer
to perform a method, the method comprising:

determining a first set of characteristics of the database;

identifying at least one characteristic of the first set of
characteristics that is unique compared to a second set
of characteristics of one or more other databases, the
second set of characteristics of the one or more other
databases are stored in a signature data store;

generating the database signature from the at least one
unique characteristic;

storing the database signature and the at least one unique
characteristic in the signature data store.

18. A data processing system for execution of a data
processing program comprising computer readable program
instructions for performing a method, the method compris-
ing:

determining a first set of characteristics of the database;

identifying at least one characteristic of the first set of
characteristics that is unique compared to a second set
of characteristics of one or more other databases, the
second set of characteristics of the one or more other
databases are stored in a signature data store;

generating a database signature from the at least one
unique characteristic;

storing the database signature and the at least one unique
characteristic in the signature data store.
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